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Section 1. Objective.

In adopting this policy, the company’s stated objective is to provide communication 
platforms that maintain users’ privacy while taking care not to contribute to the online 
exploitation of children.

Section 2. Prohibiting account registration by minors.

The company will not actively solicit account registrations from users under age 18, 
and will publish Terms of Service that prohibit users under 18 from registering 
accounts with any of our services. The company will suspend or close accounts found 
to be associated with individuals under 18.

Section 3. Prohibiting Child Sexual Abuse Material.

The company will publish Terms of Service that explicitly prohibit the following types of 
content from being posted or accessed using our network:

· Actual Child Sexual Abuse Material (CSAM) — that is, still images, videos, or live 
streaming broadcasts of a child in a sexually explicit context, or engaging in 
sexually explicit acts

· Apparent CSAM — sexually explicit illustrations juxtaposed with text labels, 
dialogue or other clear context which establishes that the person depicted is 
under age 18

· Photorealistically illustrated CSAM — sexually explicit illustrations, usually 
generated with AI or 3D illustration software, that depict individuals who appear 
to be under age 18 in a sufficiently realistic manner that they could reasonably 
be mistaken for photographs

Section 4. Participation by minors in public spaces operated by Company.

The company recognizes that, due to the nature of federated communication 
networks, it cannot generally prevent individuals under 18 from participating in public 
communities that it directly operates, provided those users have not directly registered 
an account with the company.

The company will actively moderate public communities that it directly operates 
(public Matrix rooms, Lemmy communities, BBS message boards, etc.), and will take 
action against users who appear to be grooming, extorting or trafficking individuals 
under age 18. Appropriate actions may include banning the user from our public 
communities, reporting the user to a community moderation list, or—if the user is 
directly registered with the company—closing the user’s account.

Section 5. Moderation practices.

The company will engage in active moderation of unencrypted media content publicly 
posted to its platforms. The company’s moderation staff will follow the procedures 
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documented in detail in the internal-use-only guide “Moderation Guidelines for 
Conversations and Media”.

Section 6. Company will not perform private searches where similar actions by 
government have been held to violate the 4th Amendment.

The company will not routinely or proactively scan or review content in which users 
have an expectation of privacy, for example: emails and their attachments, private file 
uploads, files stored in users’ home directories on servers such that they are only 
accessible by that user, etc. See United States v. Wilson  , 13 F.4th 961 (9th Cir. 2021)  .

The company will not make any effort to reverse encryption applied to content by a 
user, even if the encryption is trivially reversible (e.g. ROT13), or if the company 
otherwise possesses the technical means to reverse the encryption.

https://cdn.ca9.uscourts.gov/datastore/opinions/2021/09/21/18-50440.pdf

